AKTyanbHbI€ Yrpo3bl KubepoezonacHoctu B Telegram

Telegram — oauH W3 caMbIX TOMYJSPHBIX  MECCCHPKEpoB B Poccum.
OH ucnomb3yeTcs i OOLeH s, BeJIeHHsI OU3Heca, SIBISIETCS HICTOYHUKOM HOBOCTEH.
Ha pone pocra konmuecTBa mojp3oBareneid  IUATGOPMbI  YBEIMYUBACTCA
Y AKTUBHOCTb MOLIEHHUKOB

KomuuectBo poccuiickux monb3oBarenedt Telegram nocturmo 85 mH. B
anperne 2024 1. coocHoBatenb MmecceHmkepa [laBen JlypoB cooOmmi, dro oOrmas
ayauropusi Telegram cocraBmser okono 900 MiaH mons3oBaresneid. Pa3paboTanku

MO3UIMOHUPYIOT MECCEH/KEP KaK OJIMH U3 CaMbIX 3alUIIEHHBIX, TO3TOMY YPOBEHb
JIOBEPUS MIOJIB30BATENEN K HEMY OYEHb BBICOK. DTHUM MOJIB3YOTCS U MOIIEHHUKHA. OHU
NPUIYMBIBAIOT BCE OoJiee M3OIIPEHHbIE CXEMbl OOMaHa M MPUMEHSIOT METO/IbI
COLIMaIbHOM MH)KEHEPUH, HAMPABJICHHBIE HAa KPaXKy JICHET U IaHHBIX.

Ho nammune B Meccenmkepe QyHKMA 0€30MacHOCTH (Harpumep, mmudpoBaHus) HE
JAET rapaHTHI 3allUThl OT MOIIEHHUKOB. [103TOMY MoIb30BaTENM TOJIKHBI TOHUMATH,
YTO TIPU KUCIIOJIb30BAHMHU JaKe€ TEXHUUYECKHU 3aAIUIIEHHOTO MECCEHKEpPa BO3MOKHBI
kuOepyrpo3sl. Kpome Toro, yacts hyHkImii 6e3onacHocTdl B Telegram oTkitoueHa mo
YMOJTYaHHIO, UX HAJI0 aKTUBUPOBATH JIJIS 3AIUIIIEHHON pabOTHI.

OCHOBHBIE 1I€JTM aTaK Yepe3 MECCEHIKEP:

MoneHHU4ECTBO:

[Tonb3oBatenst yOeKIal0T MEPEBECTH JICHEKHBIC CPEJCTBA, MOAMUCATHCS Ha
TUTATHBIN CEPBUC, B3SITh KPEAUT, MEPEAATh JIMYHYIO HH(DOPMAIIHIO.

MOI1IeHHUYECTBO C UCIOJIb30BAHUEM BUPYCOB:

[Tonmp30Barenst yOKIar0T yCTAHOBUTH OMACHYIO TIPOrpamMmy (BUPYC, SKCIIONT
U T.J1.), KOTOpasi MOXKET YKPacTb JICHI'M U3 UHTEpHET-0aHKa, KPUIITOKOIISTFKOB I
JIPYTHX TUIATEXKHBIX CEPBUCOB. BO3MOXKHO Takke MCHOJIb30BAaHUE YCTPOICTBA
kmueHTa i DDoS-ataky, YTeHHMS WIM  OTIPAaBKA COOOIICHWM OT HWMCHH
MOJIL30BATEIS;

Kpaxa aBTopr3aliMOHHBIX TaHHBIX (HECAHKIIMOHUPOBAHHBIN TOCTYI):

[Tonmydyenue naHHBIX UIs cOpoca Mapojsi € LEIbI0 3aBIaJeTh JOCTYIIOM K
aKKayHTY I0JIb30BaTENsl, B TOM YHMCIIE K €ro KOHTakTam W rpymnmnam. Caenarb 3TO
MIPOCTO, €CIIN Y TOJIb30BaTeNsl He aKTMBUPOBaHA IBYX(aKTOpHAas UACHTU(DUKAIHSL.

MollleHHUKY TOCTaTOYHO MEPEXBAaTHTh COOOIEHHE C KOJAOM cOpoca MmapoJs,
UCTIONB3Ysl OOTHI-IBOMHUKU, TPUIIOKEHUS, CAUTHI-AyOJMKaThl WM JyOJIUKAT CUM-
KapThI;

[Toydenue koHpUACHIMATBHON HHPOpMAIUK (YTEUKH):

Or KapToOuHBIX JAaHHBIX JO TApoJied K CUCTEMaM U JIpyrou
KOMIIPOMETHUpYIOIIed WH(POpPMAIiK, B TOM YHCIIE COCTABIISIONICH KOMMEPYECKYIO
TanHy.

[TonpobHee paccMOTpUM ClieHapUH peanu3aiuy atak yepe3 Telegram.


https://www.vedomosti.ru/technology/articles/2024/04/17/1032323-durov-ozhidaet-rosta-auditorii-telegram

danbmuBbIe COOPHI CPEICTB

31M0yMBIIIIEHHUKH UCTIOJIb3YIOT HOBOCTHOM (OH i1st cOOpa CpeICTB OT UMEHH
MPaBO3AIIUTHBIX UM 0JIarOTBOPUTEIBHBIX Opranuzaiuii. OH1 MOTYT IPOCHUTH JIEHBIU
WIM KPUNTOBAIIOTY HA IOPUIMYECKYIO 3alIUTy I[OJIMT3AaK/IFOUYEHHBIX, MOMOIIb
OeKeHIIaM WJIM KMBOTHBIM B MpHUIoTaxX. B Takux cxeMax MOIIIEHHUKH YacTo JIaBAT Ha
AMOILIMM, YTOOBI BBI3BATH Y JKEPTBBI KEJIAHUE CPOYHO MOMOYb. i uMuTaIMu
MIPaBOITOI00HOCTH MOTYT UCTIOB30BaThCS PeaibHbIC (DOTOrpady U HCTOPHH.
becmiiaTHas npeMuyM-IIOANUCKA

MollleHHUKH TIpeJjIaraioT TOJIb30BaTesiM SIKOOBI OECIUIATHBIM JIOCTYN K
npeMuyM-GyHkimaM Telegram, TPUCHUTAIOT CCBHUIKY JUISI aKTHBALMU TOJITUCKH.
Opnako onHa Benér Ha (elkoBbli  Telegram-00T, 3aMacKUPOBAHHBIM IO
opunmanbHelii  (@PremiumBot. Jlns moiydeHus mogapka OOT 3alpaliuBaeT Y
MoJib30BaTelis  HoMep TenedoHa U aBTOpU3AMOHHBIA  koA. Kak  Tombko
3JIOYMBIIIJICHHUKH €r0 MOJIydaT — COpOCAT Mapoyib M MOJy4daT AOCTYN K Y4ETHOM
3aIiCH.
deiikoBOE roJI0COBAHUE

MO1EHHUKH CO3AK0T MOAJEIIBHBIE ONPOCHI WM TOJIOCOBAHUS, UCIIONIb3YSI UL
IIPUBJICUCHHUsST BHUMAHUs aKTyaJbHYIH) HOBOCTHYIO WJIM COLMAJIBHO 3HAYUMYHO
MOBECTKY. UTOOBI «ITpOroJjoCcoBaTh», MOJIB30BATENII0 HEOOXOIUMO MEperTH Ha
CTpaHMIly (PUILIMHIOBOIO CaiiTa, BBECTU CBOW HOMEpP TeleoHa M aBTOPU3ALMOHHBIN
koJ. Tak JaHHbIE OKa3bIBAIOTCA B PyKaX MOUIEHHUKOB, KOTOPHIE MOT'YT HUCIIOJIb30BaTh
uX JJ1s1 cOpoca mapoJisi U MOJYYEeHHUsI 10CTyNa K YYETHOM 3aITUCH.
HoanenbHbIE JIOTEPEH U PO3bITPHILIT

37OYMBIIIJIEHHUKN 3aITyCKAlOT PO3BITPHIINIA C MPUBJICKATEIbHBIMA MpPU3aAMU
(cMapToHBI, aBTOMOOWIIM WM KPYITHBIC JCHEXHbIC BBILIATHI). [ mpuBieyeHus
BHUMAaHMS TIOJIh30BATENIC MOIIEHHUKH WHOT/IA CO3MAl0T (DEHKOBBIC aKKAyHTHI
3HAMEHUTBIX JIMYHOCTEW M MMHUTHPYIOT PO3BITPHIII MPHU30B OT MMEHU 3BE3.bl. [[is
y4acTusi HYXHO 3allJIaTUTh HEOONBIION «PETUCTPAIMOHHBIM B3HOC», CKayaTh
«CTIeUAIbHOE MPUIIOKEHUE» WM BBECTU HOMED TeliehoHa U aBTOPU3ALIMOHHBINA KOJT
— TaKk 3JIOYMBIIUICHHUKHA IIOJIYYarOT JOCTyH K Y4Y€THOM 3ammcu. Yacrto s
PaCIIMPEHUs OXBaTa MOTEHIMAIBHBIX KEPTB 3J0YMBIIUICHHUKN ITPOCAT YYACTHUKOB
PO3BITPHIIICH PEMOCTUTh COOOINEHUE WM TIPHUIIIACUTH OMPEACIEHHOE KOJIUYECTBO
py3ei.
MoueHHHYeCKHe HHBECTULIMOHHbIE MPOEKThI

37OYMBIIIJICHHUKH CO3/1al0T  (DaJIbIMBbIE WHBECTUIIMOHHBIC MPOEKTHI WU
uMuTUpytoT pasmenieHrue TokeHoB (Initial Coin Offerings unmu 1CO), kortopsle
BBITJISIIIAT KaK TEPCIIEKTUBHBIC CTapTambl B cpepe KpUITOBATIOTHI WM OJIOKYEHHA.
MollieHHUKH aKTUBHO PEKJIAMHUPYIOT CBOM MPOEKTHI B Telegram, oberas yuacTHUKaM



OBICTPBIN U BBICOKHMI 10XO/. A TMOCIIE MPUBJICUYEHUS 3HAYUTENBHBIX JTEHEKHBIX CYyMM
(doHJ TPOCTO UCUE3aeT.

WNHorna MOIIEHHUKHM CO3/1al0T TPYIIOBBIE YaThl C MPEJIOKEHUEM OBICTPOTO
3apab0TKa — HAJI0 TOJILKO BIIOKUTH JIeHbIU. C IMOJCTaBHBIX AKKAYHTOB B TPYIILY
NUIIYT APYTHE JIOAU U JICATCS TeM, KaK OHH SIKOOBI TOTY4MId OOJBIIYIO0 MPHOBLIb,
NPUKJIA/IBIBAIOT «JI0KA3aTENbCTBA» B BUE CKPUHIIIOTOB OAHKOBCKHUX MPHJIOKEHUA. A
KOTJja EpTBa IMEPEBOJAUT CBOM JEHBIM — MOIICHHUKU OJOKHUPYIOT €€ aKKayHT H
YIAJISIOT TPYIITY.

HekoTopble MOIIEHHUYECKWE WHBECTUIIMOHHBIE MPOEKThl paboTaloT 1o
MPUHLIMAITY MHAPAMUIbI, TJI€ BbIIUIATHI MEPBBIM MHBECTOPAM IPOU3BOIATCS 3a CYET
CpPE/CTB, BJIOKEHHBIX MOCHeqyromumMu. Takas cxemMa MOXeT paboTarh, MOKa MOTOK
HOBBIX MHBECTOPOB HE HCCAKHET. [lociie 3Toro opraHuW3aTtopbl MCYE3AIOT BMECTE C
COOpaHHBIMU CPEJICTBAMH.
danblIUBbIe PACIIPOAAKHA M CEPBUCHI

Momennukn co3faror Telegram-kaHaiibl WM TPYIIBL, T7I€ PEKIAMUPYIOT
HOMYJISIPHBIE TOBAphl MO MPUBJIEKATEIBHBIM IIEHaM. JTO MOTYT ObITh 3JIEKTPOHUKA,
OJIe’K/1a, MOJNUCKA Ha CEPBHUCHI U JIakKe aBUaOWJIEThl. Bu3yallbHO Takue MarasuHbl
MOTYT BBINVIIAETh KaK HACTOSILME, TaM MOTYT HCIIOJIb30BATHCS MPO(ECCHOHATBHO
oopmieHHble OaHHEphl, ()OTO TOBAPOB M «OT3BIBBI JIOBOJBHBIX KIIMEHTOBY.
[lonmp30Bareneld MpoCAT BHECTH MPEOIUIaTy 3a TOBap WM YCIYry, 4acTo C
oOemaneM OBICTPOM JOCTaBKM WM MOMEHTAIBHOIO NPEIOCTABICHHS CEpBUCA.
[Tocne mosyyeHHs OIIaThl MOIIEHHUKH MCYE3a0T, 3aKpbIBasi KaHal WIA OJOKUPYS
MIOJIb30BATEIIS.

Iuparckuii koHTeHT M 11O

Hexortopble kaHanbl HapsAy C JETMTUMHBIM KOHTEHTOM ITyOJHMKYIOT CCBUIKH

Ha OecriaTHoe  ckaunBaHue puiabMoB, KHHUT, My3biku wmm [10. Jlroburenu

OECIUIaTHOrO KOHTEHTa HE TOJIbKO HapyIIaloT aBTOPCKHE IpaBa, HO M MOTYT
3arpy3uTh BpegoHocHoe  [IOwHa  cBoé  ycrpoiictBo.  Takas  mporpamma
MOKET YKPACTh (PMHAHCOBYIO M JIMYHYIO MH(POPMALMIO, 3ali(poBaTh JaHHbIC WU

clienaTh Nojib30Barens yyacTHUKoM DDOS-araku,
MoueHHHYeCcTBO ¢ KPUNITOBAJIIOTAMU

MortieHHUKH CO37al0T (alibIMBbIe CepBUCHI B Telegram, rae mpemararor
BBITOZIHBIE KypChl 0OOMeHa KpunToBatioT. [lonp30BaTesiu OTIPaBIsIIOT CBOU CPENICTBA

Ha YKa3aHHBIN KOIIEIEK, HO OOMEH HE MPOUCXOIUT, U CPEICTBA UCUE3ALOT.

[lon BUIOM  JICTUTUMHBIX  TMPWIOKEHUM WM  OOTOB  3JI0YMBIIUICHHUKH
pacIpoCTpaHsIOT KPUOTOAPEUHEPH — crnenuaiibHoe BpeaoHocHoe [10 miga kpaxu
JICHET U3 KPUINITOKOIIIEIIbKA.


https://www.sberbank.ru/ru/person/kibrary/articles/piratskie-versii-ehkonomite-ili-teryaete
https://www.sberbank.ru/ru/person/kibrary/vocabulary/vredonosnoe_po
https://www.sberbank.ru/ru/person/kibrary/vocabulary/spyware
https://www.sberbank.ru/ru/person/kibrary/vocabulary/ddos
https://www.sberbank.ru/ru/person/kibrary/vocabulary/kriptovalyuta

MOIIEHHUKA ~ MOTYT TPOJBUTaTh  HECYIIECTBYIOIIUE  KPUIITOBAIIOTHBIC
NPOCKTHl M TpejiaraTh ydacTBOBaTh B repBuuHOM pasmerieHnu TokeHos (1CO).
Bxuiaguuku TepsitoT CBOM CpeCTBA, TaK KaK MPOEKT OKa3bIBACTCS (DUKITUCH.

MoleHHIY€eCTBO ¢ HCI0JIb30BAHMEM MOAIEIbHBIX AKKayHTOB

3II0yMBILUIEHHUKA CO3J1al0T npodu, UMUTHPYIOLINE aKKAYHThI
COTPY/THUKOB NMPABOOXPAHUTENBHBIX,  HAJOTOBBIX  OpPraHOB  WJIM  JPYTuXx

TOCYAApPCTBEHHBIX yupexaeHuid. OHH HUCHONB3YIOT O(QUIMATIbHYIO CHMBOJIUKY
OpraHM3ally U MUIIYT 3a4acTyIO MO/ MPEIIOrOM KaKoi-TuO0 MPOBEPKHU. 3aryruBas

CBOMX JKCPTB, OHHU IIPOCAT IICPCBECTHU JICHBI'M Ha «0Oe30IacHbIi C‘{éT», KOTOpBIﬁ Ha
caMOM JICJIC ABJEICTCA MOILICHHUYCCKUM.

MoI1lIeHHUKH MOTI'YT MpCACTABIEATHCA PYKOBOOUTCIICM KOHK[}CTHOﬁ
Oprafimsaiyvy v IIpoCUuThb COTPYJAHHKA ITPEAOCTABUTL KOH(l)I/IlleHL[I/IaIIBHBIC JaHHBIC NI

MEepeBecTd JEHbIM €O cuéra KoMmMmaHuu. B Takux cioyyasx paias  OoJibIiei
yOeIUTENILHOCTA UCTOIB3YIOTCS HE TONbKO (hoTorpaduu MoIebHbIX JTOKYMEHTOB,
HO U Junieiku.

NHorpa MoIEHHMKAM yIaeTcs B3J1aMbIBATh AKKAyHTBI I10JIb30BATEICH H
paccelIaTh MO CIUCKY KOHTAKTOB MPOCHOY 3aHATH JeHer. [Ipu moiiydeHuu Takoro
COOOIIIEHUS OT POJCTBECHHMKA, IPYTa UM KOJIJIETH HE CTOMT TOPOIUTHCS C OTHPaBKOM
NepeBoia, HYXKHO CBS3aThCS C HHUM QJIbTEPHATUBHBIM CIIOCOOOM U YTOYHHTH
CUTYALIHIO.

Kak 3ammrutecs oT MomeHHnYecTBa B Telegram

o OcraBaiiTech CHOKOMHBIMHM M HE IO JaBalTECh NaBJICHUIO. MOIIIEHHUKHA YacTO
MIBITAIOTCS IyTaTh WM TOPOIMTH KEPTBY, 4TOOBI HE JaTh € BO3MOKHOCTH
KPUTHYECKU OIICHUTh cuTyanuro. He coBeprialite HUKaKWX JEUCTBUM ITIOL
JaBJICHUEM, JaiTe cebe BpemMs TOoAyMaTb W IIPOBEPHUTH IOJTYYCHHYIO
uHOPMAIIHIO.

o bynpTe OCTOPOXKHBI ¢ MpeoIIaTaMUi U TPETIOAKEHUSIMU OBICTPOTO 3apaboTKa.
Ecnu BaM mpenyaratroT KynuTh TOBap MO CIUILIKOM HU3KOW LIEHE WJTU BJIOKHUTh
JEHbI'W C OOCIIaHMEM JI0XOJla BBIIIE PBIHOYHOIO — 3TO HABEpHSKA
MOIIEHHUYECTBO. BHUMATEIBHO MPOBEPSANTE PEITYTALIMIO TTPO/IABIIA U HUKOT/IA

HE NIEPEBOJIUTE JICHBI'M 3apaHee.

o [IlIpoBepsiiiTe TOIMHHOCTH  AKKAyHTOB, COOOIEHWIA W  TPUCTAHHBIX
JOKyMeHTOB. Eciii BamM MNHUIIYT OT MMEHHM OpraHU3allid WM HW3BECTHOU
JIMYHOCTH, & Bbl COMHEBACTECh — CBSDKUTECH HAMPSMYIO uepe3 opuiMaIbHbINA
CalT WK 10 TeseoHy.

« He nepexoaute no nmogo3pUTEIbHBIM CCHUIKAM U HE BBOJWTE JIMYHBIC TAHHBIC,
napoyii win (GUHAHCOBYIO MH(OPMAIIMIO Ha HE3HAKOMBIX CaliTaX WM 4epes
CTOPOHHUE MPUIIOKEHUS.


https://www.sberbank.ru/ru/person/kibrary/articles/igry-v-telegram-o-kakikh-riskakh-nado-znat
https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/obman_-s_podmenoj_lichnosti
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/articles/ostorozhno-dipfejk-kak-uznat-moshennika-na-video
https://www.sberbank.ru/ru/person/kibrary/articles/desyat-sovetov-po-bezopasnym-pokupkam-v-internete

3ammurure Bam  akkayHT B Telegram. VYcraHoBuTe ABYX(DaKTOPHYIO
ayreHTU(HKaLMIO. [[poBepbTe, HE B3JIOMAaH JIM Balll aKKAyHT U 3aBEPIINTE BCE
CeaHChl Ha HE3HAKOMBIX YcTpoiicTBax. Ecmu ¢ Tenedona sto caenath He
noxy4yaercs — HonpoOyiite ¢ xommbtotepa. [lomHute, 4to mepBeie 24 yaca
nocie cOpoca maposis o4yeHb BaxkHbl. Ilo mpaBuiam MecceHIDKepa, HOBBIN
BJIQ/IENIEI] HE MOXKET Bac UCKJIIOUMTh U3 CEaHCa B TEUEHHE 3TOTO BPEMEHH.


https://www.sberbank.ru/ru/person/kibrary/reminders/kak-zashchitit-svoj-akkaunt-v-telegram

